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Southern Taiwan University of Science and Technology Campus

Network Management and Traffic Control Guidelines
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Article 1 Southern Taiwan University of Science and Technology (hereinafter referred to STUST)
develops the guidelines in accordance with the STUST “Campus Network User Instructions”
in response to the management requirement for academic network from the Ministry of
Education and Local Network Center.
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Article 2 The campus network addressed in the Guidelines includes the network in school
administrative zones, instructional zone and student dormitories. The so-called traffic refers
to the total incoming and outgoing traffic between campus network and off-campus network
(including TANet lines and commercial network lines).
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Article 3 STUDT network traffic control measures are described below:
(1) In case one network IP address of campus wired network exceeds the limit, the network
bandwidth of the IP address will be limited until 24:00A.M of the next day.
(2) In case one user exceeds the limit for single-day traffic in wireless campus internet, the
user and the wireless network bandwidth of the wireless network card shall be limited until
24:00A.M of the next day.
(3) The applicant in need for big traffic due to instructional reasons or academic research
shall need to complete the “Special Traffic Application” in 3 working days before the day
of requirement. The application shall be signed by department supervisor for approval
before submitting to the Office of Library and Information Services (hereinafter referred to
as the Library and Information Services Office) for application.
The Library and Information Services Office is authorized to regulate the single-day traffic
limit for network traffic and restriction of network bandwidth with announcement published
on the website of Library and Information Services Office. The traffic statistics are subject
to the traffic software statistics at the Library and Information Services Office.
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Article 4 Users are responsible for preventing the computer equipment owned or administered with
computer virus or trojans to avoid any conducts that will sabotage the network. Computers
with the following conditions are considered virus computer and the Library and
Information Services Office may take necessary measures to prevent the right for others to
use network:
(1) Conducts suspected of virus, worm and trojans infection that will diffuse via internet
and send out virus packet.
(2) Conducts that scan the network ports or network address.
(3) Conducts with flow exceeding the restriction announced by the Library and Information
Services Office.
(4) The abnormal conducts notified by the Department of Information and Technology
Education, Ministry of Education, local network center or other uses that have been verified
true.
Computers infected with virus shall be suspended of right to use internet. Users may visit
the Library and Information Services Office to explain in person if necessary. Computer
infected with virus shall first complete the various protection measures before proposing
the application of internet recovery. Persons with more than 10 times of virus infection in
1 month shall be suspended for right to use the internet for 30 days.
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Article 5 The followmg conducts are deemed as deliberate violation and shall be suspended for right
to use the internet for 30 days:
(1) Use other’s network address or use unauthorized network address.
(2) Persons violating user campus network instruction and such persons have not shown
improvement after advice.
Apart from the 30-day suspension of right to use internet in Paragraph 1 of previous article,
the department supervisor shall be notified and recidivism will be punished in accordance
with STUST regulations.
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Article 6 To strengthen information security and respect and protect intellectual property, the
following P2P software is prohibited to use on campus network with the exception of the
following reasons:
(1) P2P software announced and recognized by Library and Information Services Office.
(2) P2P downloads due to instructional reason or academic research. The applicant must fill
out the “P2P Software Use Application” which will be authorized by the department
supervisor before submitting to the Library and Information Services Office for application.
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Article 7 STUST faculty and students shall use STUST electronic resources through legitimate

approach without engagement of the following conducts:

(1) User program with abnormally massive data download. In case the user involves with
infringement of intellectual property or damage the contract with suppliers of electronic
resources, the user shall be held for litigation responsibilities related to civil code, criminal
code, and copyright act.

(2) Provide personal account and password connected to electronic database to non-STUST
user. Once verified, the user shall be cancelled with the right to connection in addition to
being held liable for relevant responsibilities.
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In case of discovering suspected infringement of online intellectual property, process
according to the following procedures:
(1) In the event the Ministry of Education, Local Network Center or other departments have
received email or written report suspecting infringement of intellectual property, the
notified department shall inform the Library and Information Services Office for processing
(2) The Library and Information Services Office shall cut the line for the network address
to be reported immediately
(3) Notify the user of the said network address and notify him/her of legal rights of
infringement in addition to immediately requesting the user to suspend the suspected
infringement conduct. The Library and Information Services Office shall list the network
address into follow-up list for at least 3 months.
(4) Depending on the condition, the Office of Student Affairs and relevant department
supervisor shall assist with the handling.
(5) In case the network address is repeatedly reported with major gravity, the case will be
transferred to relevant department for disciplines by STUST conducts.
(6) Reply the processing status to the reporting department.
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Article 9 In the event of information security incident, follow the procedures below for process:

(1) In the event the Ministry of Education, Local Network Center or other departments have
received email or written report suspecting STUST equipment being hacked or is
hacking others, the notified department shall inform the Library and Information Services



Office for processing.
(2) The Library and Information Services Office shall cut the line for the network address
to be reported immediately.
(3) The administrator of network address should be notified with copy notice to the
department supervisor. The administrator shall complete the “Information Security Incident
Report” after completion and submit to the department supervisor for verification before
submitting to the Library and Information Services Office.
(4) The Library and Information Services Office shall report in accordance with
“Educational Institutions Information and Communication Security Reporting and
Response Process.”
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Article 10 The recovery process for right to use internet shall be processed in accordance with the
relevant provisions of “Internet Recovery Application Process” on the Library and
Information Services Office.
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Article 11 The Guidelines shall be adopted by the Administrative Meeting and submitted to the
President for approval before announcement and implementation. The same procedures
apply to revision.



